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At a glance 
• The total amount of new malware has decreased in H2 2012 compared to H1. 2012 was 

similar to 2011, with a slight increase of 2.4%. 

• On average, 6,915 new malware strains were created every day. 

• The number of new families (2,483 in H2) is slightly higher than in the first half of the year. 

• In terms of categories, the number of backdoors has increased. They are now the second 
most popular category, displacing spyware and downloaders to third and fourth places. 

• The number of new malware strains in the tools category has increased enormously in 2012. 
This category includes, for example, web exploit kits and online banking tools. 

• The proportion of Windows malware remains stable at 99.8%, where the share of malware 
programmed in .NET has increased significantly. 

• G Data SecurityLabs received 139,817 new Android malware files – more than five times as 
many as in H1 2012. 

• Online banking: thanks in particular to the ZeuS clone Citadel, ZeuS has reached top ranking, 
ahead of Bankpatch and Sinowal. 

• Adware is becoming less significant in the PC malware domain, but is gaining momentum in 
the mobile domain. 

• All areas show that attackers still want to make as much profit as possible with as little effort 
as possible. 

 

Events 
• miniFlame is exposed as another component of cyber-spy malware. 

• Malware Mahdi and Gauss are connected with spying. 

• Botnet operators shift C&C communication to the Tor network and use the Google Docs 
service for transmitting commands. 

• Social engineering is a critical vector in a large number of attacks. 

• In H2 2012, Oracle's Java made headlines on several occasions with serious security flaws. 

 

Outlook for the first half of 2013 

• The number of new malware strains will remain at a similar level. 

• Activities related to banking Trojans will move further underground. 

• We are also expecting banking Trojans to use the Tor network. 

• New methods of attack will appear with new technologies which are installed in mobile 
devices, such as NFC. We are also expecting cross-platform attacks originating from mobile 
devices. 
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Malware: Facts and Figures 

Growth is slowing down significantly 
Compared to the first half of the year, the total number of new malware strains has receded in the 
second half of 2012. G Data SecurityLabs registered 1,258,479 new malware types in the second half 
of the year1, which is 123,488 fewer than in the preceding six months. 

Overall, 2012 was fairly similar to 2011, although the benchmark of three million new malware types 
forecast for 2012 in the last report was not reached – the actual total number was 2,640,446. Of 
course, this is still a formidably high number, and we must not forget that these statistics concern 
new signature variants, not the total number of all active malware strains. 
Over the last six months, there have already been indications that malware authors in some areas 
are now focusing on quality rather than quantity, and the above figures might be a reflection of this. 

Categories 
Malware programs can be classified based on the malicious actions that they execute in an infected 
system. The most important categories are shown in Figure 2. 

The top category is still Trojan horses, usually simply referred to as Trojans, which have held the top 
spot uncontested for years. They consist of a wide range of malicious functions, e.g. ransomware, 
FakeAV or other malware that is installed on infected computers via backdoors, for example. 

The number of backdoors has also increased steadily over the last half year, and this category is 
now ranked second, ahead of spyware and downloaders. 

The number of tools has again increased significantly over the last twelve months; they are now 
ranked 6th in the rating by category. This is due to the increasing number of web exploit kits and 
online banking tools. 

                                                               
1 The figures in this report are based on the detection of malware using virus signatures. They are based on similarities in the code of 

harmful files. Much malware code is similar and is grouped into families, in which minor deviations are referred to as variants. 
Fundamentally different files represent separate families. The count is based on new signature variants, also called malware types, 
created in the second half of 2012. 

Figure 1: Number of new malware programs per year since 2006 
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The downward trend in new adware malware is also notable. This downward trend is also reflected 
in the registered attacks on computer users, which G Data SecurityLabs analyses in more detail in 
the "Risk monitor" section. 

Platforms: “All against Windows!” 
Like regular computer programs, malware is usually written for a specific platform. For years, the 
vast majority of malware has been targeted at the Windows platform2. Even at the end of 2012, this 
has remained unchanged: the proportion of .NET developments (MSIL) within this group has grown 
significantly, as shown in Table 1. 

 

 

Platform 

 

#2012 H2 Share #2012 H1 Share 

Diff. 
#2012 H2 
#2012H1 

Diff. 
#2012 
#2011 

1 Win 1,223,419 97.2% 1,360,200 98.4% -10.06% +2.37% 
2 MSIL 33,020 2.6% 18,561 1.4%3 +77.90% +26.78% 
3 WebScripts 1,087 0.1% 1,672 0.1% -34.99% -50.06% 
4 Java 426 <0.1% 662 <0.1% -35.65% +95.33% 
5  Scripts4  392 <0.1% 483 <0.1% -18.84% -39.99% 

Table 1: Top 5 platforms in the last two half-year periods 

  

                                                               
2  Malware for Windows refers to executable files in PE format that are declared as for Windows, or executable files created in Microsoft 

Intermediate Language (MSIL). MSIL is the intermediate format that is used in the .NET environment. Most .NET applications are 
platform-independent, but they are actually used almost exclusively on Windows computers. 

3  At this point, a rounding error has been corrected, from the incorrect 1.3% to 1.4%. 
4  "Scripts” are batch or shell scripts or programs that have been written e.g. in the scripting languages VBS, Perl, Python or Ruby. 

Figure 2: Number of new malware types per category in the last six half-year periods 
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The annual comparison between 2012 and 2011 shows that the number of new web scripts has 
dropped by 50%. However, this does not necessarily lead to the conclusion that there will be less 
danger originating from manipulated websites, because the count used here is based on new 
signatures and not on attacks actually registered. More detailed information about the actual threat 
situation in the second half of 2012 is available in the "Risk monitor" section. 

The number of signatures targeting the Java platform, on the other hand, has almost doubled over 
the same period. A possible explanation for this is its recurring vulnerability to exploits, which put 
Oracle’s Java in the media spotlight5 several times in 2012, and the resulting appeal of this platform 
as a target for cyber criminals. 

Android malware 
Different values can be used to count Android malware. One method is based on analysing the 
number of new malicious files. G Data SecurityLabs recorded a total of 139,818 new malware files6 in 
the second half of 2012, which is five 
times as many as in the preceding six 
months. 
 
In some cases, G Data SecurityLabs 
receives collections of files containing 
a large number of new malware files 
from an extended period. Allocation 
to an exact date is then not always 
possible. To adjust these peaks to the 
actual situation in the analysis, data 
that cannot be assigned to clear dates 
is distributed evenly over the 
preceding months.7 The results of the 
distribution are shown in Figure 3. 

Based on the corresponding 
signatures8, the individual files can be assigned to certain families and 
their variants. 88,900 of the new malicious files were clearly identified 
as malware9 and can be mapped to 1,132 different malware strains. 
These 1,132 malware variants are based on 314 different malware 
families. In the last six-month period, the experts recorded 131 new 
families. In some cases, G Data SecurityLabs receives collections of 

files containing a large number of new malware files from an 
extended period. Allocation to an exact date is then not always 
possible. Table 2 shows a list of the most productive families, that is, 
the families with the most variants. 

                                                               
5  http://blog.gdatasoftware.com/blog/article/cve-2012-4681-a-java-0-day-is-going-to-hit-big-time.html 

http://blog.gdatasoftware.com/blog/article/the-new-java-0-day-exploit-actively-endangers-web-surfers.html 
6  Android malware can be identified on the basis of multiple files. The installation package (APK) contains numerous files including the 

code and properties among other things. With this method of counting, detections for APK and their respective components are 
summarized to one malicious file, even if there are actually multiple files in our collection. 

7  63.8% of new malware files from H2 2012 could be assigned an exact date. The remaining files were distributed over 3 or 6 months for 
the current calculation. 

8  The count of signatures and variants is based on the signatures from G Data MobileSecurity products. 
9  Of 139,818 samples, 50,918 samples were identified as “potentially unwanted programs” and detected with generic signatures. 

Family # variants 
FakeInst 90 
SMSAgent 80 
Ginmaster 63 
Opfake 55 
Agent 46 

Family # variants 
FakeInst 90 
SMSAgent 80 
Ginmaster 63 
Opfake 55 
Agent 46 

Table 2: List of Android families 
with the most variants in  
H2 2012 

Figure 3: Distribution of new samples that could be allocated to H2 
2012, after adjustment. 
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As with the analyses performed in the PC malware area, most new malware for mobile devices also 
consists of Trojan horses.10 The proportion of new malware that is adware is relatively low. However, 
attacks with this type of malware are just getting started and we are expecting more new malware 
files in the future. This will generate profit for the attackers by displaying advertising and the like, as 
described in the “New trend in 2012: adware” section. 

The forecast that the number of new malware files will rise and that the number of families will also 
continue to grow was therefore correct. We also noticed new attack scenarios that were integrated 
into new families. For more on this, see the section on “Android: an attractive OS for users and 
attackers alike”. 

 

Risk monitor 
The number of attacks on computer users fended off using G Data products and activated MII11 also 
increased in the second half of 2012. The analyses show the following top 10 types of attack most 
frequently fended off: 

Rank Name Percent 

1 Win32:DNSChanger-VJ [Trj] 9.24% 

2 Trojan.Wimad.Gen.1 3.10% 

3 Win64:Sirefef-A [Trj] 1.99% 

4 Trojan.Sirefef.HU 1.15% 

5 Trojan.Sirefef.GY 1.11% 

6 Trojan.Sirefef.HH 0.86% 

7 Exploit.CVE-2011-3402.Gen 0.78% 

8 Trojan.Sirefef.HK 0.75% 

9 Generic.JS.Crypt1.C14787EE 0.61% 

10 JS:Iframe-KV [Trj] 0.58% 

 

The primary finding here is that the Trojan Sirefef, also called Zero Access, and its variants dominate 
the top 10 for this six-month period. We have already discussed this Trojan family and its modular 
structure in the first half of the year, when it was also explained that the main intention is click fraud, 
which brings money into the attackers’ coffers. 

Over the last six months of 2012, there have been so many different variants of this malware that 
they basically rule the top 10 rankings. If all the variants were summarised under a single signature, 
this would definitely be among the top spots, and the variation in the MII top 10 for the second half 
of the year would be much more clearly discernible. 

                                                               
10  cf. Figure 2 
11  The Malware Information Initiative (MII) relies on the power of the online community; any customer that purchases a G Data security 

solution can take part in this initiative. The prerequisite for this is that customers must activate this function in their G Data security 
solution. If a malware attack is fended off, a completely anonymous report of this event is sent to G Data SecurityLabs. G Data 
SecurityLabs then collect and statistically assess data on the malware. 

Table 3: The top 10 attacks recorded by the MII in H2 2012 
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However, in the top spot we now principally see the large volume of Win32:DNSChanger-VJ [Trj] 
malware detected. This malware is often delivered as a payload of the Sirefef family and thus also 
ranks highly in the statistics. 

With the exception of the click fraud function in many Sirefef strains, the list for the second half of 
2012 does not include any explicit adware malware. This confirms the trend that we had already 
referred to after the first half of the year and the development of signature-based counting shown in 
Figure 2. 

Of the top 10 for this six-month period, only malware of the Generic.JS.Crypt1.C14787EE type 
could be assigned to this category to any extent. This is detected if websites use a specific Java script 
to display advertising. However, it is also used to artificially generate clicks to make money 
according to the pay-per-click process. 

A new addition to the list of main players is Exploit.CVE-2011-3402.Gen. The signature for the 
exploit described in CVE-2011-3402 appears when infected documents, e.g. manipulated Microsoft 
Word documents or other text files, exploit the vulnerability to execute additional malicious 
functions on the victim’s computer, e.g. downloading and executing additional malware. 
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Website analyses 

Categorisation by topic 
Much has happened in the second half of 2012 with regard to the analysis of categories of websites 
rated as malicious.12 

The top 10 categories make up 88.6%, 
which is 17.9% more than in H1 2012, and 
thus cover almost the whole range of 
subjects on which attackers have been 
focusing over the last half year. 

Forums, a newcomer coming in at rank 4, 
and Sports, currently in 8th place, are new 
additions and have pushed the Games and 
Music categories out of the top 10. 

In the top 3, Technology & 
Telecommunications, Education and 
Business, we recorded an increase in the 
proportion of websites abused for PayPal 
phishing. The Travel sector was also noted 
for this type of phishing in the past half 
year, where other fraudulent sites relating 
to banks were recorded as well. For more 
interesting insights into the subject of 
online banking, see the section of the same 
name on page 11. 

The categories Forums and Blogs are 
often logged in connection with malware. 
This is mainly due to the large number of 
vulnerabilities that exist in some popular 
free forum and blog applications, which 
attackers exploit. They use search engines 
to find vulnerable platforms, then run 
automated attacks on them and manipulate the websites for their malicious purposes. The attackers 
thus reach a large pool of potential victims. 

The Pornography category has, not entirely unexpectedly, made it into the top list as well. 
However, a clear distinction must be made between reputable providers of adult content and 
fraudulent sites. Websites of the latter category are often noted in the malware area because they 
offer apparently necessary updates for multimedia programs, which harbour malware. However, 
phishing attacks have also been reported where disreputable site operators try to grab personal 
data and credit card information. 
Reputable providers are naturally concerned with protecting the privacy and security of their 
customers and often go to great lengths to set up their IT infrastructure accordingly. 

                                                               
12 In this context, malicious websites include phishing sites as well as malware sites. The count also does not distinguish between domains 

set up specifically for this purpose and legitimate sites that have been manipulated. 

Figure 4: The top 10 subjects of malicious websites in H2 2012 
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Conclusion: 

The last six-month period has seen a concentration on relatively few subject areas. However, that 
does not mean that the risk of infection or fraud is limited to sites of these categories. 

Once again we see that blogs are particularly high in the ranking of targets for attack, which 
confirms the trend detected in previous research. Mass attacks on obsolete content management 
systems with vulnerabilities are still among the more popular methods and remain on the agenda. 
Manipulating these sites can be quite easy and affect a wide range of users, therefore fitting quite 
well in the cyber criminals' business model: little effort that quickly generates a lot of profit. 
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Categorisation by server location 
When analysing websites, it's not just interesting to see which subjects are more popular when it 
comes to malicious websites. The local distribution of malicious websites is also noteworthy, as 
shown in Figure 5. 

The main conclusion of this analysis is still that there are certain regions in the world that are 
particularly attractive for hosting websites, thanks to their telecommunication infrastructure. 
These include, in particular, the USA, which hosted the largest number of malicious websites over 
the past year, and also central European countries such as Germany, France, Spain and Great 
Britain. Compared to the first half of 2012, China has recorded growth and now has more attacking 
websites than before. 

Over the last half year, the number of countries that are completely uninvolved has shrunk. 
G Data SecurityLabs is now recording only a few white spots on the map, which equate to a zero 
value in the report. Nonetheless, central Africa is still free from malicious sites, even though the 
number of such websites has increased in other countries on the continent compared to H1 2012. 
However, bearing in mind the rather small number of all websites estimated to be hosted on the 
continent, the majority of which are in South Africa (one report13 states 0.27% of the Alexa top 1 
million), this increase is still worth mentioning. 

                                                               
13 http://royal.pingdom.com/2012/06/27/tiny-percentage-of-world-top-1-million-sites-hosted-africa/ 

Figure 5: Choropleth map with information on the frequency of malicious websites hosted in each country 

Less popular 
server locations 

Popular server 
locations 

http://royal.pingdom.com/2012/06/27/tiny-percentage-of-world-top-1-million-sites-hosted-africa/
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Online banking 
In the online banking Trojan sphere, there were some interesting developments over the second 
half of 2012. The number of infections fell continuously, meaning that only about a third of the 
number of potential infections recorded in July occurred in December. 

Table 4: Share of banking 
Trojan families detected  
by BankGuard in Q3 and Q4 
2012 

 

One reason for this could be the arrests of leading cyber criminals in the online banking malware 
sector in the first half of the year.14 It appears that there are so few programmers in this sector that 
practically all further developments of Trojans were held back at one blow. Among other things, this 
also made it possible for AV providers to position themselves better. Basically all known banking 
Trojans thus recorded fewer infections in the second half of 2012, as clearly illustrated by Figure 7. 
SpyEye disappeared almost completely. Thanks in particular to ZeuS clone Citadel, ZeuS managed 
to become number one, ahead of Bankpatch and Sinowal, though also with significantly lower 
numbers. 

Notable campaigns 
New Trojans, such as Shylock and Tilon, have so far been unable to close the resulting gap and 
remain mostly insignificant. Only Tatanga managed to record significant numbers of infections. 
Another interesting case is the Trojan Prinimalka15. This is an apparently impending, large-scale, 
coordinated attack on customers of American banks called “Project Blitzkrieg”. However, about it is 
unknown when the actual attack is supposed to start. Until now, G Data did not record any 
significant infection rates. 

One already successful targeted attack was “Operation High Roller”, which was detected early in the 
second half of the year. Technically, this involved the use of older Trojans such as ZeuS and SpyEye. 

                                                               
14  G Data SecurityLabs reported on this in G Data Malware Report H1/2012. 
15  http://krebsonsecurity.com/2012/10/project-blitzkrieg-promises-more-aggressive-cyberheists-against-u-s-banks/ 
  https://blogs.rsa.com/cyber-gang-seeks-botmasters-to-wage-massive-wave-of-trojan-attacks-against-u-s-banks/ 

Q3 2012 
Bankpatch 29.1% 
Citadel 25.5% 
ZeuS 23.3% 
Sinowal 16.3% 
Spyeye 3.1% 
Others 2.7% 
  
Q4 2012 
Citadel 24.0% 
Bankpatch 22.8% 
ZeuS 17.9% 
Sinowal 13.2% 
Tatanga 10.1% 
Others 12.0% 

Figure 6: Proportion of banking Trojan families detected 
by BankGuard in H2 2012 
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However, the attack algorithms were improved in such a way that even the authentication of a 
transaction with chip cards could be completely bypassed without being detected. 

“Operation High Roller” specifically targeted accounts with large amounts of cash available, such as 
business accounts. Large amounts of money were transferred from these accounts to so-called 
“money mules”. The actual amounts are unknown but have been reported to range between 60 
million and two billion Euros. Part of the money was probably blocked by the banks, but the total 
amount stolen is most likely to have reached previously unknown dimensions. G Data BankGuard 
technology can be relied on to prevent this type of attack. 

Forecast 
It is currently very unclear which banking Trojan will be leading the pack in 2013. Bankpatch has 
such falling infection rates that the future of the Trojan seems questionable. The author of ZeuS 
variant Citadel seems to be in hiding at the moment, so a repeat top ranking seems unlikely here 
too. There will certainly be new Zeus clones, but it remains to be seen whether they will reach 
Citadel’s rates of infection. 
There is some indication that Carberp might return, though Carberp never recorded particularly 
high infection rates in previous analyses. However, it is currently being traded on the black market 
again and the discovery of a Carberp-in-the-mobile variant16 is another indicator of activity. 

Overall, however, we do not necessarily expect the reduced number of infections by banking 
Trojans to fall further in 2013. The large amounts of money that can potentially be made are most 
likely to continue to attract large numbers of criminals. However, the people behind this will more 
than likely take the risk of criminal prosecution more seriously than in the past. 

Not only the people behind these Trojans, but also the persons responsible for their actual use will 
be alarmed by the authorities' successful investigations. Hence, the underground industry is 
expected to be more security conscious. Among other things, there are discussions in the 
underground about letting banking Trojans communicate via the Tor network17, as was recently the 
case with other botnets such as Skynet. 

So far, eastern Europe has been the centre for trade with banking Trojans. Since all parties involved 
have mostly been feeling safe from criminal prosecution, trade on the Internet has taken place 

                                                               
16  See Figure 8. 
17  http://blog.gdatasoftware.com/blog/article/botnet-command-server-hidden-in-tor.html 

Figure 7: Change in the number of infections by the top 5 banking Trojans in H2 2012 
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rather openly. In these regions, however, action was also taken to send a message showing that this 
apparent safety does not exist. Hence, trade will most likely shift more towards the underground 
than was previously the case. It would also be conceivable for the banking Trojan market to shift to 
countries where criminal prosecution seems less likely. 
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Android: an attractive OS for users and attackers alike  
In the second half of 2012, G Data also focused on the current threats facing mobile devices and 
smartphones. The still very immature market continued to offer attackers a wide range of 
opportunities for creating and spreading malware by simple means. Malware incidents in the mobile 
sector over the last half year included slight variants of well-known malware, as well as malware 
taking new approaches. In general, malware has become more sophisticated, complex and 
technically advanced than before. There has also been a marked increase in the number of new 
malware samples in this half of the year.18 

New trend in 2012: adware  
The development in the adware for mobile devices sector contrasts with our findings regarding 
adware in the PC malware sector.19 As before, the easiest way for malware authors is to send 
potentially very expensive premium text messages either once or at intervals. However, installation 
requires authorisations that, with third-party market providers at least, can mislead the user; apps in 
the Google Play Store always require the user’s confirmation. But the carelessness with which users 
frequently opt for apps from unofficial markets and accept the authorisations required by the apps 
remains a problem. Since Android version 4.2, users have to read/click through the entire list of 
required authorisations before the app can actually be installed. However, this has had no effect on 
the widespread click-and-forget mentality. 

A new, lucrative business model involves even apps listed in the Google Play Store allowing 
attackers to carry out potentially chargeable services without the required authorisation – using 
adware. At first, this only involves displaying advertising or additional software. However, these ads 
are used in ever more aggressive ways, to tempt users to install additional (malicious) software. 

  

                                                               
18 cf. chapter “ Android malware“ on page 5. 
19  See page 4 and page 7. 

Figure 8: Selection of malware for mobile devices that appeared in 2012 
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In the second half of 2012, Android users were mainly being 
confronted with Trojan Android.Trojan.FakeDoc.A, or FakeDoc.A 
for short.20 Hidden in apps such as “Battery Doctor”, the Trojan 
spies on device data – contact data, for example. The functional 
scope is limited to displaying the battery level and managing the 
mobile device’s Wi-Fi and Bluetooth connections. 
From a technical perspective, what happens in the background is 
far more interesting. In addition to the app, the Trojan installs an 
adware service that displays push notifications on the smartphone. 
These are ads linking to malware and questionable websites. It is 
notable that the service subsequently installed stays on the device 
even if "Battery Doctor" is removed. Hence, users are subsequently 
unable to tell which app originally initialised this service and what 
has to be uninstalled to remove the service as well. 

The authors of the Android.Trojan.MMarketPay.A malware, called 
MMarketpay.A for short, made use of a similar approach for 
spreading additional malware. Trojanised apps, such as “Go 
Weather”, “Travel Sky” and “ES Datei Explorer”, were mainly being 
offered for download on Chinese websites and third-party markets. 

This case mainly involved a weather app that only offered a limited scope of functions and little 
information about the weather. In addition to malicious functions such as premium services, which, 

without any user input, went on a shopping spree on Chinese 
markets21, MMarketpay.A advertised additional software infected 
with Trojans. 

The spreading of (malicious) software through ads in already 
Trojanised apps gained ground in 2012. The special thing about this 
type of adware is that it offers appropriate software for the respective 
country according to the user’s IP address. When users click on the 
offer, the adware does not direct them to the Google Play Store but to 
third-party markets located in Asia, or other websites – so to mostly 
unsecure and untrustworthy download sources. Customers who allow 
their Android device to install software from unknown sources are not 
usually notified of the questionable source in such situations. 

Even though the potentially chargeable malicious function in 
MMarketpay.A described above was limited to China, it still offers a 
grim outlook for the future. It would only take a few modifications for 
this type of attack to be used in European and American markets as 
well. Hence it is quite possible that a modified version of this 
malicious app will appear in Europe and target customers of 
European mobile providers. In this regard, customer convenience, 
which involves tackling as few hurdles as possible to log on to 
markets for example, is in stark contrast with security. 

                                                               
20  G Data reported on FakeDoc in detail in Malware Report 1/2012. 
21  http://blog.gdatasoftware.com/blog/article/new-android-malware-goes-on-a-shopping-spree-at-your-expense.html 

Screenshot 1: The Go Weather 
app infected with the 
MMarketpay.A Trojan. 

Screenshot 2: Apps located on 
a Chinese server being 
advertised from the app 
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Malware in the Google Play Store 
Even though Google has developed the Google Bouncer system, which has been officially checking 
apps submitted to Google Play since the start of 2012, malware was still being found in Google Play 
in the second half of 2012. One example of malware making it into the Google Play Store and even 
into the Apple App Store, despite the security precautions, is Android.Trojan.FindAndCall.A, or 
FindAndCall.A for short. 

When the app is executed, the FindAndCall.A malware would send the user’s contacts to a server 
defined by the attacker, without any user interaction. Then the server would send SMS spam, plus 
the link to the malicious app, to all available entries. All this would happen with the user as the 
sender, which bore a high risk potential. The source of the SMS appeared to be a known and usually 
trustworthy source, and the recipients of the SMS were thus inclined to follow the sender’s 
"recommendations”. 

Ever more refined malware 
The comments on the adware that has emerged have indicated that there appears to be a new 
trend: malware is kept simple at first, but retains options for subsequently extending the scope of 
functions. For example, FindAndCall.A contained a function to upload the user’s GPS location to 
the predefined server, but has not started using it (yet). 

So-called crimeware kits, which make it increasingly easier for criminals to join the malware scene, 
also facilitate the professionalism of malware for mobile devices. Malware constructed using such 
professionally programmed building block systems for malware usually works right away. Unlike 
badly programmed amateur software, it is more likely for the software built with crimeware kits to 
remain undetected for longer. In the PC malware domain, the principle behind such kits has been 
known of for a long time and is already widespread. Use of these kits in the PC domain mainly results 
in Trojan horses, as reflected in the large number of new signature variants shown in Figure 2 on 
page 4. 

Attackers who lack the required programming skills, or who want to get their hands on new 
malware for their purposes quickly, simply pay for the tools to create them. The underlying principle 
of such kits, where the desired malware functions can be selected and packed into a malware app, 
makes it possible for malware and its malicious functions to become ever more elaborate. 

At around the same time that FindAndCall.A was causing a stir, American scientists published a 
report on how they had developed a harmless, legitimate app, then equipped it with ever more 
suspicious functions and had it scanned repeatedly by Google’s Bouncer. As long as the developers 
did not equip the malicious functions with highly unrealistic values (e.g. one server contact per 
second instead of one server contact approximately every 15 minutes), the app did not appear 

Screenshot 3: Find And Call in Google Play 
Screenshot 4: Find And 
Call in the Apple App 
Store 
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suspicious to the automated bouncer and stayed in the Google Play Store.22 An analysis of this type 
shows once again that it is hard for users to detect malware programmed in a sophisticated manner, 
even when it comes from a research lab. Even Google’s security mechanisms only intervened at a 
late stage in order to ban the danger from its own store. Hence, additional protection for mobile 
devices in the form of comprehensive security software is now a must. 

Botnets in the mobile domain 
In the desktop computing domain, botnets have been known of for a long time. Attackers use them, 
for example, to send spam, to attack websites or services (DDoS) or to spy on data. The size of the 
botnets can vary from a few infected computers to thousands of so-called zombies. 

Mobile devices can also be turned into bots, if the attackers can get full access – called root access – 
to the devices. To do so, they exploit unpatched security vulnerabilities in the operating system. 

Backdoor Android.Backdoor.SpamSold.A, or SpamSoldier.A for short, lures users into the trap with 
a modified pirate copy of the popular game Angry Birds. The infected app is offered for download in 
third-party markets or on websites. Once the backdoor has reached the device, its command & 
control server sends it a list with phone numbers and, unbeknownst to the user, sends a predefined 
text in the form of short messages at the user's expense. Once all the SMS messages have been sent, 
the device retrieves a new list. The user will most likely not notice these activities until the next 
mobile phone bill arrives. Hence the damage can be tremendous. A botnet can also be used to let 
individual devices call premium numbers. The procedure is similar to that described above. 
However, due to the fact that premium services are significantly more expensive, users are exposed 
to a much greater potential loss. When it comes to the use of botnets for mobile devices, the 
objective is clear: make a (monetary) profit quickly and simply!23 

                                                               
22  http://media.blackhat.com/bh-us-12/Briefings/Percoco/BH_US_12_Percoco_Adventures_in_Bouncerland_WP.pdf 
23  See Figure 9. 

Figure 9: Potential deployment of a botnet in the mobile domain 
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Forecast 
With 1.3 million new devices activated daily, Android is an ever more worthwhile target for 
numerous attack vectors. Already known malware will continue to appear in modified forms. 
According to a Flurry analysis, more than 
17.4 million new iOS and Android mobile 
devices were activated on Christmas Day 
(December 25th 2012) alone.24 

Hence, besides spying on data, sending SMS messages to premium numbers will continue to be the 
dominant malicious function in 2013. New technologies installed in devices also open up new 
opportunities to attack users and their mobile devices. In 2011, Google introduced its new business 
model, Google Wallet,25 which many leading credit card institutes have been participating in since 
August 2012. 

Google Wallet is a mobile payment system that allows users to store debit cards, credit cards, 
customer cards and vouchers on their smartphones. The mobile device can then be used for quick 
and easy payment in shops (officially only in the USA at present), or online shops visited while 
surfing on the smartphone. For payment in shops, the service uses Near Field Communication 
(NFC for short, implemented in Android since version 2.3). This makes it possible to pay quickly and 
conveniently by simply holding the phone close to a PayPass-enabled device at the checkout. 
Since 2012, many smartphones have come automatically equipped with NFC, making this 
technology even more appealing to attackers. However, the use of NFC technologies is not available 
everywhere yet, so it is still playing a minor role. In addition, many users are still unaware of the 
functionality and the risks that NFC bears. Since this technology is still relatively immature, 
vulnerabilities have also been found in Google Wallet, for example, that made payment 
transactions unsecure.26 Since some information was being saved and retrieved outside of the app, 
hackers could intercept the data flow and thus gain critical security information. 

In 2013, criminals will continue keeping an eye on mobile devices. The high sales of devices, which 
are still on the rise, continue to increase Android’s appeal as a target for criminals. New technologies, 
such as NFC, which are continuing to spread (albeit slowly), as well as faster mobile phone 
connections and larger data volumes, offer numerous new attack options for 2013. 

However, as long as the attackers can make a quick profit via simple methods, e.g. a free Trojanised 
copy of a popular chargeable app, they will continue to take this approach. If the cost-benefit 
analysis in such cases involves too many costs for the attackers, more and more new scenarios will 
be created. In this way attackers of mobile devices are just like attackers of PCs. 

                                                               
24  http://blog.flurry.com/bid/92719/Christmas-2012-Shatters-More-Smart-Device-and-App-Download-Records 
25  http://www.google.com/wallet/faq.html  
26  http://bgr.com/2012/02/10/google-wallet-hacked-again-new-exploit-doesnt-need-root-access-video/  

Screenshot 5: Andy Rubin’s tweet on the activation of 
Android devices 
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